













































































Hashing and Heavy Hitters
















































































Last time

Probability Algorithms

Events probabilities
Approx 3 SATconditional probabilities

union bound Quicksort
Random variables

expected value Quickselect Hw

linearity of expectation
Markov's inequality
















































































3 SAT Approximating 3SAT Max 3 SAT

ÉÑFFormula 9 x Xn xVxV̅xs 1 x4v 1

9 x Xn xVxV̅xz 1 x4v 1 Goal satisfy Max clauses

Interesting even if 6 is unsatisfiablem clauses n variables
3 distinct variables per clause d Approximation algorithm LECO 1

Algorithm satisfies 2 OPT clauses
The silliest APX algorithm Thum max value

1 for i l h
0 8

0

9 randomly set x
TRUE w prob.s

0FALSE w prob s to
2pm.it I in

pperhot

We will
9 x Xn

prove silly algo is APX
xUx ̅

derandomize sillyalgo deterministic78 APX 5 NP Complete or L

Even more surprising t.am
eh

probalisticallycheckableproofs SATProgrammingLanguage inputs inputs inputs input

PCP Theorem I3 E APX is NPHard ETO
















































































provesillyalgo is APX
2 disjoint clauses 2 clauses w provesillyalso li1 fori 1 n

ThesilliestAPXalgorithm

a randomlysetxi.fis Ip
1 common variable fish.intsetxigg Ip

567 1 5 2 56 56 eyes
E eventthat C satisfied E eventthat C satisfie
E C2 PrTE EzJ E C2

PrTE E2 Pr I Elx3 t PrTE Ealx3 F

TFPrE PREE

Big idea we onlywant the averagemeans.su
iiiiiiiiiiiiiiicommonvariables

LinearityofExpectation

f x 14 3 117214dam
E X Y EX ETY ridiculouslyuseful

averagesum sum ofaverages
E eventthatC satisfied

Eg let y
1 if ith clausesatisfied

0 otherwise i 1 mmE
ETY 7 8 1 clause case

general question

how to analyze a randomized mechanism El 8 Ef Yi EEY 718m

w a combinatorial explosion of possibilities actuallyeasy
















































































let y
1 if ith clausesatisfied
0 otherwise

2 Y clausessatisfied inductionstep 4 Eli use
satisfied

E Z ETZIX.TT JEEZ x f aim are true false sit

E Z x a m Xk ak E Z ETZIX.TT EYIX.TT

easytocalculate
either E Zlx T or E 21 1 5 is EEZ for Xk

Z x a m xk a
One of these
must begood

E zlx T or E Z1x f is EEZ Eli
satisfied E Z x a m xk ak FT

2 Y clausessatisfied

how to decide which E Z x a m xk 9k XkFFE z FELIXD EZIXES

methodofconditional expectationsE z1x 1 ETYilx.it

easy to calculate
so we can compute E zlx t E 21 2 5

and decidebetter
















































































Randomized Sorting Random divide and conquer
Goal sort AII m n

pickrandompivot

silly algorithm 191
1 choose it In uniformly at random DivideA intotwoparts

2 Recursively sort all s AT pivot pivot
3 Recursively sort all s A i sortrecursively sortrecursively

called Quick SORT
pivot sorted pivot sorted

we will prove that Quicksort

takes O nlogn time in expectation

takes O nlogn time w high probability
















































































Expected running time of Quicksort E Xij Pr Xij 1

For each i jEIn w icj prfith
element is

compared to jth
1 if ith smallest element is

compared to jth smarm 1lo otherwise

Xij total comparisons made ithelem is compared w jth
by the algorithm ith or jth elem selected
total running time before any element in between

ETEXij average runningtime happens w probability Fitt

ET Xij EX
averagesum sumof

averagii
E Xij j

ET xijtz.EEXijT EpE ion
now analyze E Xi in isolation

FineÉ
1 an mL
OtnlognJ nth harmonic

number
















































































Average analysis of algorithms
without sacrificingworst case robustness

Amortized analysis average in hindsight

Randomized algorithms average over random bits

Both are very practical different perspectives
















































































Randomized algorithms averageoverrandom6Today

AlgorithmsProbability
Hash functions

Markov's InequalityHash
tables

Frequency Estimation

Heavy Hitters cinstreams






















































































































































































































Dictionaries Maps

maintain key value pairs
leftk1v1rightleftk2v2right m

insertion

deletion

lookup
















































































Very special case

keys contiguous integers 1 m x

1
2e g index vertices of

a graph v1mvn
43

LI7r
69 L 7

r 8
or after reindexinganything really

VL
10 L 3

13v

11
3h
1412

Solution Array A 1mn

K1K2K3K4K5K6K7K8K9K10K11 m

Oleft1right access Oleftnright space
















































































1keys contiguous integers left1mnright 2
43

e g index vertices of a graph v1mvn I
7r5 6
8

9 L 7

rT7or afterreindexinganything really
VL

10 L 3
12

135
11

3h
14

Solution Array A1 n

K1K2K3K4K5K6K7K8K9K10K11 m

Oleft1right access Oleftnright

spacePerfect

for static settings where we can reindex
the input

onceBad

for dynamic settings where keys change
















































































More general

keys n integers out of left1mUright
timesk1timesmtimesk2timesmtimesk100timesmkn

U for universe u large

HELLO
72 69 76 7679eg strings s

via bit encodingsASCII 7269times12876times128276times128379times1284

Idea 1 Array Aleft1mUright
I lookup insert delete

space ggggOleftnrightOCU
















































































ceys n integers out of left1mUright
timesk1timesmtimesk2timesmtimesk100timesmkn

HELLO

Ufor universe Ularge Idea 1 Array 1T1 mU
Oleft1right lookup insert delete

space leftOleftnrightrighteg strings s

via bitencodings

Olefturight
72 69 76 7679ASCII

7269times12876times128276times128379times1284
access

610ISIdea2 self balanced trees
5

I821221176

919spaceOleftnright
10GIS821221.179

Oleftlognright
lookup
time per
insertion deletion15196

01028IS
1512 21maybe amortized

917eg splay trees19
















































































Search Trees

10ArraysIS5821221
timesk1timesmtimesk2times

1769

0 logn

Oleftnright

19TimeOleft1right

Space OleftUright

Question can we get the best of both worlds

Yes with randomization
















































































Hash Functions
initialized

Randomly constructed function

h n K
big_ rel small

n

m

N J S J J K
collision
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Hash Functions

Randomly constructed function

big
n If rel small

y
u s s s s k

collision

Ideal Hash function

h n TK

W each hci indep unit random in IK

t
requires a Clog KY r n logk space
















































































S S SJKUniversalHash Functions

hleftnrightrightarrowleftkright sit for all distinct ijinleftnright

Prlefthleftirighthleftjrightrightleqfrac1k

collision

much weaker than ideal
haseg hleftxrightleftCaxbright mod p mod k

where
P prime k

a in left1npright unit random

b in left0mp1right unit random

proof left as exercise
















































































isstoredin

kirightarrowhleftkiright modmHashing
timesk1timesmtimesk2timesmtimesk100timesmkn

Ñ

k1k2 K100
mkn

Goal hash into a smaller array and achieve

array like performance

One problem collisions

hleftk1righthleftk2right same slot
















































































Some ways to handle collisions
















































































Some ways to handle collisions

make array bigenough that there are

probably no collisions

chaining linked list at each cell

cuckoo hashing use two hash functions h and h2
if h1leftkright and h2leftkright already occupied try to

reassignoneof the conflicts to their other hash etc

if Alefthleftkrightright filled try A hCK t 1 AThCK 2 m

linear probingandmore
















































































UniversalHashFunctions

hleftnrightrightarrowk sitforallpairs ijinleftnright
Prlefthleftirighthleftjrightrightleqfrac1k muchweakerthanideal

e.g hleftxrightleftCaxbright modpmodk
where Pprime k

a in left1npright unitrandom
b in left0mp1right unit

randomscansion.ChainingUniversal Hash Function

prooftestasexerhleftxrightleftaxbmodpright mod m

timesk1timesmtimesk2timesmtimesk100timesmkn

axb
mod P

xhleftknrightx hleftk100rightxxhleftk2right hleftk1right P

mod m

k1 k2 Kn
m

Kloo
















































































Chaining universal hash
hleftxrightaxbm d p mod m

timesk1timesmtimesk2timesmtimesk100timesmk

Theorem insert delete lookup take

Oleft1nicefracnmright time in expectation
axb

modP

xhleftknrightx hleftk100rightxxhleftk2right hleftk1rightProof suppose insert leftxright
modm

k1 k2 Kn
mKloo

collisions w leftxright
leftleftyhleftxrighthleftxrightrightrightyinK

E leftleftleftyhleftxrighthleftyrightrightrightright
Eleftsum_ycyrightsum_yEleftcyright

sum_1frac1mfracnm

n keys m size of array

l if hleftxrighthy
0 otherwiseCy
















































































Randomized algorithms averageoverrandom6Today

AlgorithmsProbability
Hash functions

Markov's InequalityHash
tables

Frequency Estimation

Heavy Hitters cinstreams











































































tracking most popular queries is important for

cachingBut

how

Way too many different queries to
maintain counters for each
















































































Heavy Hitters In Streams

Elements one by one online
can repeat

a b c b a d a e a b a f

5 Heavy Hitters elements that

appear 5 of the time
more generally 5 parameter O
















































































Heavy Hitters In Streams
Elements one by one online
can repeat

a b c b a d a e a b a f

5 Heavy Hitters elements that

appear 5 of the time
more generally5 parameter O

Goal identify all heavy hitters w sublinear
spacesavingall counts
in a dictionary

takes too much

spaceeg Oleftsqrtnright Ollogn where elements left1mnright
















































































5 Heavy Hitters elements that

appear 5 of the time
more generally 5 parameter O

Goal identify all heavy hitters
w sublinear

spaceHow

is this even possible

a Only 20 5 heavy hitters

6 Randomization allow small prob of failure

c Approximation allow some margin of

errorrigorous

worst case bounds
















































































Randomized algorithms averageoverrandom6Today

Probability Algorithms
Hash functions

Frequency Estimation
Universal HashFunctions

h n k sit forallpairs i jeans Heavy Hitters instreams
PrThci h j muchweakerthanidealhash

e.g h x ax 6 modp modk
where pprime K

a in 1 m p unitrandom
6 in 0 m p13unit random

Markov's Inequality
















































































Markov's Inequality specialcases

Let X 20 be nonnegative RV

PRIX Z LEXIE's
e.g
150 of US popul earns 2x average
150 of NBA players score

2x league average points

50 students get
2x average midterm score


















































Markov's Inequality

Let X 20 be nonnegative RV

PRIX EZEKIEL

more generally for 221

PrTXZ LEXI EI



Today

AlgorithmsProbability
Hash functions
Universal Hash FunctionsFrequency Estimation

Heavy Hitters cinstreams

so.skcollision

hleftnrightrightarrowk sit forallpairs ijinleftnright
Prlefthleftirighthleftjrightrightleqfrac1k

e.g hleftxrightleftCaxbright mod pmodk
where Pprime k

a in left1npright unitrandom
b in left0mp1right unit random

muchweakerthanidealhash

Markov's Inequality
Markov's Inequality specialcases

Let Xgeq0 be nonnegative RV

PrleftXgeq2EleftXrightrightleqfrac12



Heavy Hitters In Streams

Elements one by one online
can repeat

a b c b a d a e a b a f

5 Heavy Hitters elements that

appear 5 of the time
more generally 5 parameter O



Heavy Hitters In Streams
Elements one by one online
can repeat

a b c b a d a e a b a f

5 Heavy Hitters elements that

appear 5 of the time
more generally5 parameter O

Goal identify all heavy hitters w sublinear
spacesavingall counts
in a dictionary

takes too much

spaceeg Oleftsqrtnright Oleftlognright where elements left1mnright

from now on

E heavy hitters for fixed varepsilon0



HeavyHitters In Streams

Elem onebyoneonline

a b c b a d a e a b a

5 HeavyHitters elements thaZelated Problem appear s ofthetime
moregenerally5 parameterex

estimate relative frequency of each element
up to E additive error

absolute freq x times appears in stream

relative labs freq
freq of x toallengthofstre.am

E heavy hitter 2 7 relative freq E

Twe will focus on estimating up to E error



So to recap

want to estimate all relative frequencies

up to E additive error

not enough space for all counters

lucky for us

O is a good estimate for all but et elements

still don't know which te elements to count



Washing has entered the
chatIdea

allocate Wnicefrac10varepsilon counters

hash elementi to counter hleftiright n

rfloorrfloorrightharpoonuprfloorrfloor
wnicefrac10varepsilonA

sum of frequencies of all elements i w hleftiright1



Idea allocate Wnicefrac10varepsilon counters

hash elementi to counter hleftiright
n

Jrightharpoonuprfloor rfloorrfloor

wnicefrac10varepsilonA

sum offrequenciesofallelements i w h leftiright1

To estimate frequency fi of i

return Alefthleftirightright
overcounts fi



n

rfloorrfloorrightharpoonuprfloorrfloor
wnicefrac10varepsilonA

sum offrequenciesofallelements i w hleftiright1
Notation

Aleft1nwright array of counters

fi true frequency of i

hleftnright Lw universal hash function

m length of

streame.g
Aleftjrightsum_ihleftirightjfi



Universal Hash Functions
h ln leftkright sit for distinct ijinleftnright

Prlefthleftirighthleftjrightrightleqfrac1kLemma for all

w probability geqfrac12

fileqAlefthleftirightrightleqfifracvarepsilon5m
equivleftAlefthleftirightrightrightfiEleftsum_jneqifjright

rightharpoonuprfloorrfloorrfloor Wnicefrac10varepsilon

A
sum of frequenciesofallelements w hleftiright1

Aleft1mwright caters
fi true frequency of i
hleftnright W universalhash
m length of streamhleftjrighthleftiright

deltaj if hleftirighthleftjright
0 otherwise

zfiEleftSigmaXjrightfiSigmaEleftXjrightfifracsum_jfjW Xj

leqfifracvarepsilon10mEleftAlefthleftirightrightfirightleqfracvarepsilon10m
Wfrac10varepsilon



arrayof
countersAleft1mwright

fi true frequencyof i
hleftnright W universalhash fn
m lengthofstreamnRecap

rightharpoonuprfloorrfloorrfloor Wnicefrac10varepsilon
Lemma for all i w probabilitygeqfrac12

fileqAlefthleftirightrightleqfifracvarepsilonsm
A

sum offrequenciesofallelements w hleftiright1

we have for each element good estimate

of frequency w constant probability

we want estimates of all frequencies w

high
probabilitywewant to amplify our bounds



Repeatedly flip coins

P first toss is tails

PT first 2 tosses are tailsnicefrac14

nicefrac12

P T first 100 tosses are tails J12100



make d copies of hashed counters

A1h1A2h2A3h3A4h4 total space
Oleftwdright

xi

Adhd
estimate fi w min_j1mdAjlefthjleftirightright

ALL
iff hashed counters

arebadbad
estimateprob nicefrac12d



HeavyHitters In Streams
Elements oneby one online
canrepeat

a b c b a d a e a b afsetd10logleftnright
each element is bad w prob

leqfrac12dfrac1h10

5 HeavyHitters elements th
appear 5 ofthetime

moregenerally5 parameterESO

A1h1A2h2A3h3A4h4

goal
ensure all elements are correct

xi
Adhd

estimate xii
w min_j1mdAjlefthjleftirightrightunion bound

ALL
iff hashed counter

arebadbadestimatePsome e bad

leqsum_ePrleftebadrightleqncdotfrac1n10frac1n9
prob

nicefrac12d



HeavyHitters In Streams
Elements oneby one online
canrepeat

ab 1 C b a d a e a b a f
all elements estimated

accurately w prob geq1frac1n9 5 HeavyHitters elements th
appear 5 ofthetime

moregenerally5 parameterESO

A1h1A2h2A3h3A4h4Space
xi

Adhd
estimate xii
w min_j1mdAjlefthjleftirightrightOleftwdrightOleftlogleftnrightvarepsilonright
ALLbad

estimateiff hashed countersare
badprobnicefrac12d

set d10logleftnright
eachelement is bad w prob

leq2dfrac1h10
ProbanyelementbadrceilleqSigma

n
l
l PrTelement i ba

leqncdotfrac1n10frac1n9
all elements estimated
accurately w prob geq1frac1n9



HeavyHitters In Streams
Elements oneby one online
canrepeat

ab c b a d a e a b a f
all elements estimated

accurately w prob geq1frac1n9
Space OleftwdrightOleftlogleftnrightvarepsilonright

5 HeavyHitters elements th
appear 5 ofthetime

moregenerally5 parameterESO

A1h1A2h2A3h3A4h4
xiAll put together Adhd

estimate xii
w min_j1mdAjlefthjleftirightrightEstimate all rel frequencies

up to IE error w

O log n e spaceALLbad
estimateiff hashed countersare bad

prob
nicefrac12d

set d10logleftnright
eachelement is bad w prob

leq2dfrac1h10geq1frac1h0left1right prob of successProb anyelementbadrceilleqSigma
n
l
l PrTelement i ba

leqncdotfrac1n10frac1n9
all elements estimated
accurately w prob geq1frac1n9



AlgorithmsProbability
Hash functions
Universal Hash FunctionsFrequency Estimation

Heavy Hitters cinstreams

sss.skcollision

hleftnrightrightarrowk sit forallpairs ijinleftnright
Prlefthleftirighthleftjrightrightleqfrac1k

e.g hleftxrightleftCaxbright mod pmodk
where Pprime k

a in left1npright unitrandom
b in left0mp1right unit random

muchweakerthanidealhash

A1h1A2h2A3h3A4h4
xiMarkov's Inequality

Markov's Inequality specialcases

Let Xgeq0 be nonnegative RV

PrleftXgeq2EleftXrightrightleqfrac12

estimate xii w

min_j1mdAjlefthjleftirightrightAdhd


